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United States Patent No. 5,999,967 

This reference discloses a method and apparatus for filtering electronic mail. The mail 
recipient may filter, accept, or reject the electronic mail based on an associated electronic stamp. 
A sender module may create an electronic stamp, encrypt it, and attach it to an electronic mail. 
A receiver module may receive the electronic mail and attached stamp, decrypt the stamp, and 
process the electronic mail. 

The Applicant respectfully submits this reference fails to disclose an apparatus for 
generating a frank, comprising a franking request receipt module, a franking generation module, 
and a frank transmission module. Specifically, the Applicant respectfully submits this reference 
does not disclose (at a minimum) any franking request receipt module or frank transmission 
module, as claimed. 

Further, the Applicant respectfully submits this reference does not disclose an apparatus 
for generating and sending a franked communication, comprising a frank request module, a frank 
attachment module, and a franked communication transmission module. Specifically, the 
Applicant respectfully submits this reference does not disclose (at a minimum) any frank request 
module, as claimed. 

Finally, the Applicant respectfully submits the reference fails to disclose an apparatus for 
receiving and processing a franked communication, comprising a communication receipt 
module, a determination module operative to determine in a communication is franked, and a 
franked communication processing module operative to process the communication according to 
a first rule if the communication is franked. Specifically, the Applicant respectfully submits this 
reference does not disclose (at a minimum) a determination module, as claimed. 

United States Patent Application No. 2002/0052855 

This reference discloses an e-mail reduction/elimination system wherein "potential 
recipients grant others the right to send the users e-mails on the condition that any sender of an e- 
mail pays a fee in the event that the recipient considers the e-mail to be unwanted intrusion" 
(paragraph 41). This system is implemented by receiving a sender's e-mail at an intermediate e- 
mail inbox, receiving a deposit (or authorization for a deposit) at the intermediary e-mail inbox, 
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and forwarding the sender e-mail to a second e-mail inbox only if the deposit exceeds a 
threshold. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent Application No. 2001/0023432 

This reference discloses a method enabling a fee to be charged to a party initiating an 
electronic mail communication when the party is not on an authorized list. An e-mail recipient 
may implement an authorized list of e-mail source addresses. If source address for an e-mail is 
not present on this list, the invention either automatically bills the source's Internet service 
provider or requests authorization to bill from the source. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent No. 5.930,479 

This reference discloses a communications addressing system permitting transmission 
and receipt of authorized messages across a network. The system employs a channelized address 
to transmit messages. 

In one embodiment, an introductory channel may be used to transmit an electronic money 
payment. If no such payment is made, the system may automatically refuse reading of the 
message on a recipient's behalf. The payment amount may be set by the recipient, and the 
payment may be retained by the recipient. 
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The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent No. 6,266,692 

This reference discloses a method for filtering or blocking electronic mails. An incoming 
electronic mail is analyzed to determine whether their headers contain a valid passcode. If so, 
the e-mail is sent to the receiver. If the header has no passcode, the e-mail is held, and the 
receiver may reject or accept the e-mail. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent Application Serial No. 2002/008764 j 

This reference discloses an e-mail control system and method permitting a user to create 
an alias e-mail address, receive e-mail at the alias address, and forward e-mail from the alias 
address to a user's actual e-mail address. The user may configure multiple alias addresses. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent No. 6,330,590 

This reference discloses a system for identifying and eliminating bulk electronic 
messages. The system monitors live e-mail messages flow streams through a network, 
eliminating certain portions of messages, and comparing the remaining text portions of messages 



Attorney Docket No. 1948/US/2 
Express Mail No. EV 304 884 764 US 

against one another. Where at least two messages match, a 16-bit code may be generated for that 
message, and used to identify other copies of the e-mail message sent through the network. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent No. 2002/0016824 

This reference discloses a method and system for analyzing electronic mail messages, 
calculating a confidence factor for each message, and using the confidence factor to determine 
whether the message is a bulk or junk mailing. Identified junk e-mail may be stored or deleted. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

United States Patent No. 6,42 1/709 

This reference discloses a system and method of filtering junk electronic mails. A user 
may create a first filter containing e-mail addresses corresponding to junk e-mail senders, and a 
second filter containing e-mail addresses corresponding to approved e-mail senders. Incoming e- 
mails are matched against these filters; e-mails from junk e-mail senders are deleted, while e- 
mails from approved senders are transmitted to a user's inbox. E-mails from senders on neither 
list are held in a storage area. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 
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United States Patent Application Serial No. 2002/0059385 

This reference discloses a method and system for filtering electronic messages based on a 
"trustlist" or a "trustweb." A sender may transmit messages to a recipient through the trustweb 
site, necessitating a visit to a specific web site, or may transmit an e-mail containing a unique 
code specified by the recipient. When the sender's e-mail is received and has met one of these 
two requirements, the sender's address is added to a recipient's trustlist. Once the sender's 
address is present in the trustlist, the sender may transmit e-mail to the recipient by any normal 
means. 

The Applicant respectfully submits this reference fails to disclose or suggest a frank, or 
any applications for a frank, such as an apparatus for generating a frank, an apparatus for 
generating and sending a franked communication, or an apparatus for receiving and processing a 
franked communication. 

For at least the reasons discussed above, none of these references appear to anticipate or 
render obvious independent claims 1, 7, or 13. Claims 2-6 depend from and include all the 
limitations of claim 1. Claims 8-12 depend from and include all the limitations of claim 7. 
Claims 14-20 depend from and include all the limitations of claim 13. Accordingly, these claims 
are also patentable over the listed references. Further, each of claims 1-20 may be patentable 
over these references for additional reasons not discussed herein. 

No additional references were disclosed by the patentability search. 

II. Economic Impact 

Additionally, the Applicant respectfully submits the invention disclosed and claimed in 
the above-referenced application addresses a problem of national scope and importance. The 
impact of junk e-mailings on national productivity and economy is well-documented, and results 
in literally billions of dollars in annual costs. In addition to the economic costs, private users of 
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e-mail spend countless hours each year sorting and deleting junk e-mail. Several articles 
documenting the costs of junk e-mailings are attached as Exhibits A-C. 

Further, the Applicant respectfully notes that Congress has recently introduced legislation 
to address the national epidemic of unsolicited e-mailings. This legislation has been approved by 
the Senate, and will shortly be voted on by the House of Representatives. The Applicant submits 
an October 30, 2003 news article from Yahoo! News detailing legislative efforts as Exhibit D. 

Finally, the Applicant respectfully submit that many viruses are distributed through 
electronic mail. These viruses also cause untold economic damage by crippling business, 
government, and private computer systems. Blocking or limiting junk e-mail may reduce the 
spread (and thus the economic impact) of such viruses. A copy of an article detailing the effects 
of virus-laden electronic mailings is attached hereto as Exhibit E. 

Accordingly, the Applicant respectfully submits that the unprecedented impact, both in 
economic and productivity terms, of junk e-mail on society renders the instant application of 
sufficient import to accord special examination status. The Applicant respectfully requests this 
application be taken out of turn for examination, both due to the likely patentability of the 
subject matter and the economic import of the application. 

III. Conclusion 

This Petition is filed with a check in the amount of $130.00, in accordance with 37 CFR 
1 . 1 7(h). Should any additional fees be necessary, please consider this authorization to charge 
Deposit Account No. 04-1415 as necessary. 

The Applicant thanks the Examiner for the thorough review of the cited references and 
claims in this application, and consideration of this Petition. Further, the Applicant submits that 
a showing of special status has been made. In the event the Examiner has questions or comments 
and a telephone conversation would expedite a resolution, the Applicant invites the Examiner to 
contact the undersigned attorney at (303) 620-3400. 
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Dated this M 7 ^ day of ACzhttrt , 2003 Respectfully submitted: 




Craig HfemWway, Reg. No. 44,759 
i DorseyS Wtntney LLP 
ISPT0 Customer No. 20686 
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Companies canning 
disruptive spam e-mail 



- SPAM from Page 1 C 

i onds to review and delete a junk 
: e-mail, each user spends two hours 
and 36 minutes annually deleting 
spam, Chasin said. With an annual 
salary of $55,000 per worker, the 

" cost of dealing with spam for a 
5,000-employee company amounts 

**to almost $344,000 each year. 

_ Joe Sperrazza, a Golden resident, 
works as director of outsourcing for 
Computer Sciences Corp., which 
does not use filtering programs. 

"They don't block anything be- 
cause they don't want a situation in 
which a client message doesn't go 
through," Sperrazza said. As a re- 
sult, he said, he receives unsolicited 
e-mails with ambiguous subject 
lines such as "Thank you for join- 
ing" or "Here is that link" that he 
needs to delete each morning. 

"Sometimes it can be terrible," 
he said. 

For some, it's worse. Elizabeth 
Crakes, a Web designer, encodes 
her e-mail address "to foil the e- 
mail harvester bots," she said. But 
she said she still receives up to 100 
credit card, Viagra and pornogra- 
phy offers each day. "I've had to 
give up my favorite e-mail ad- 
dress," she said. 

So far, Crakes said, she hasn't re- 
sorted to using anti-spam software, 
but several local companies are de- 
veloping programs for those ready 
to stem the tide. 

LDR Solutions, based in Black 
Forest, has launched CannedSpam, 
a program targeted toward private 
e-mail users like Crakes. Canned- 
Spam blocks all senders not listed 
in the customer's address book. 



"Basically, it makes the assump- 
tion that if an e-mail comes to you 
from somebody not in your address 
book, it is most likely spam," said 
Lane Rowland, LDR president. 

But for corporate users, that as- 
sumption may be untrue. 

Unlike LDR, MX Logic acts as a 
gateway, scouring messages for 
questionable content before they 
reach the company. MX Logic fil- 
ters spam by screening e-mails for 
unconventional formatting, includ- 
ing misleading or fake headers, and 
by checking for suspicious charac- 
ters — the word Viagra, for exam- 
ple, or a series of exclamation 
points. 

The result: a 98 percent effective 
screening method, Chasin claims. 

MX Logic serves companies 
ranging from a 7,000-employee 
bank to a 70-person real estate 
firm. "Spam knows no boundaries," 
Chasin said. "It's a pain that any en- 
terprise, big or small, is feeling to- 
day." 

Neiswanger, president of the Ida- 
ho call center, was one of MX Log- 
ic's first clients. He estimated that 
he has noticed a 95 percent de- 
crease in junk e-mail since hiring 
the company. 

Though MX Logic filters for vi- 
ruses and "foul content," Neiswan- 
ger said his company uses it pri- 
marily to screen spam. 

"If we've got people sorting 
through their e-mail in a nonpro- 
ductive manner, having to delete 
spam stuff, I'd rather pay money to 
get rid of that in an efficient man- 
ner," he said. "It's pretty cost-effec- 
tive when you factor in the time in- 
volved in lost productivity." 



AOL softens its ad pitch 
to revive lagging sales 



is 
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■ By Paul Davidson 

USA Today 

America Online executives say 
they have softened their bare- 
knuckled dealings with advertisers 
and are taking other steps to re- 
vive an ad engine that fueled reve- 
nue growth in the late '90s. 

The service's sputtering ad sales 
have weighed down AOL Time 
Warner's share price. And they 
played a role last week in the exit 
of the titan's chief operating offi- 
cer, Robert Pittman, who came 
from AOL, and the elevation of 
Time Warner veterans Don Logan 
and Jeff Bewkes to split No. 2 du- 



down from $2.7 billion in 2001. 

Advertising also was at the cen- 
ter of a Washington Post report 
last week that said AOL propped 
up revenue by $270 million in 2000 
and 2001 with creative accounting 
and ad scheduling. 

AOL says the accounting was 
proper and the deals accounted for 
less than 5 percent of ad revenue. 
Robert Sherman, president of AOL 
Interactive Marketing, says AOL 
has adopted a gentler style. It was 
known for strong-arming dot-com 
advertisers into pricey deals. That 
alienated clients and may have 
hurt sales. "Thev kind of 



toaay. BaKenes across Israel sent 
workers home Sunday because 
they had no flour with which to 
bake. Others bought flour off the 
black market at inflated prices. 



DaKenes, saio- Anger, -it wasn 
closed during the war of Indepei 
dence, during the '67 war, nor dui 
ing the War of Yom Kippur, and i 
is hurting my business badly." 
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Spam fighters win battles, but the war 
rages on 

By Jon Swartz, USA TODAY 

At 5-foot-10 and slightly built, Terry Fox, 51, won't be mistaken for 
a Green Beret or an intelligence operative. 

But Fox is on the front lines of Corporate America's escalating 
war against spam. 

He has deployed an arsenal of high-tech weapons, such as 
network gateways and software filters, to stanch junk e-mail at 
MasterCard International, where he is, some jokingly suggest, 
chief spam officer. 

The title sounds silly, but the job is not. 

"We were getting killed by this stuff," says a flustered Lowell 
Mattox, vice president of internal technology at MasterCard in St. 
Louis. 

Spam busters like Fox at companies large and small are trying 
anything and everything to curb it. They're spending hundreds of 
thousands of dollars on anti-spam technology, such as software 
filters and network firewalls. They're enlisting employees to flag 
spam vs. regular e-mail, and they're urging them not to sign up or 
buy anything promoted in a spam. They're also suing spammers. 

But while drastic actions help, battling spam is neither easy or 
hassle-free. Filtering software, while reducing spam, can block or 
delay important business messages if its settings are too 
aggressive, spam experts say. 

Tech troubleshooters must also must weigh the impact on 
employees and customers when eradicating spam. An 
overzealous approach could slow communication and hamper 
productivity. 
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"It's an administrative nightmare that has, overnight, became the biggest (information 
technology) problem," says Wayne Neville, network analyst at floor company 
Congoleum. "If you ignore it, it overwhelms e-mail. But if you attack it too aggressively, 
you lose legitimate messages and upset employees." 



That is a recurring theme at corporations, where spam is draining budgets and posing 
a threat to e-mail as a communications and productivity tool. Spam will cost U.S. 
companies $10 billion this year in lost productivity, new equipment, software and 
manpower, says Ferris Research. This year, half of all external corporate e-mail — or 
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more than 2 trillion messages — will be spam, compared with a third last year, market 
researcher IDC says. 

The lines of defense, in order of use, are: 

•S ftware filt rs. A flood of software products, many of them new, offer different 
techniques to weed out unwanted e-mail. 

Some companies create software blacklists that eliminate messages originating from a 
list of spam addresses. Others require those sending an e-mail to send it twice to 
prove that the e-mails are not just being generated en masse by a computer. 

The software used by the University of California-Berkeley calculates the probability a 
message is spam. The system searches for phrases such as "buy now" and for big, 
bold text usually associated with spam. The higher the figure assigned to a message, 
the more likely it is spam. 

MasterCard lets employees say what is spam. A button on each e-mail account gives 
users the option of forwarding suspicious messages to a quarantine folder on the 
company's network. 

Since launching an anti-spam program late last year, MasterCard has spent $175,000 
— $110,000 on filtering software and $65,000 on annual license and maintenance 
fees. Technical staff costs for the treatment of spam are $50,000 to $75,000 a year, 
the company says. 

Initial results were encouraging: 54% of MasterCard's external e-mail in July, or more 
than 815,000 messages, were blocked as spam. But MasterCard is finding it a never- 
ending, time-consuming battle. 

"There's a growing sense of frustration despite our gains," Fox says. "We have to 
constantly tweak the network to counteract different spam techniques." 

•Outsourcing. Bollinger Shipyards, which has about 325 e-mail users, has opted to 
pay about $600 a month to deal with spam. The Lockport, La.-based shipbuilder hired 
Sprint to screen e-mails before they even get to the company network. That blocks 
8,800 junk messages daily — a staggering 88% of all external e-mail. "We went from 
an out-of-control situation to a tolerant one," says Jay Joseph, tech director. 

•Training. Employees are more often being put on the front lines. 

Restaurant chain Red Robin Gourmet Burgers, where one former tech employee 
received 5,500 spam messages in four months, urges workers not to respond to spam. 
If they sign up for something on a Web site and are asked to give their e-mail address, 
Red Robin suggests they make up a fake one. 

Other employers encourage the use of free e-mail service from the likes of Hotmail 
and Yahoo for personal use. When an address draws too much spam, users are 
advised to dump it for a new one. 

Getting employees to participate can be tough, employers say. 'That requires extra 
work, and most people don't like extra work," says Brion Moss, a technology 
administrator at the University of California-Berkeley. Then, too, companies have 
difficulty defining spam, and involving employees usually makes that tougher. 

"Marketing and sales (employees) might consider messages as prospects and 
business leads, but engineering (employees) might just want e-mail from family and 
friends," says J.F. Sullivan, a product manager at anti-spam company Sendmail. 
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•Anti-spam SWAT t ams. When Howard Jenkins, CIO of Red Robin, and other 
executives were bombarded with adult-oriented ads and other commercial pitches this 
year, he ordered a crackdown on spam. Jenkins chose Adam Catbagan, 25, a self- 
proclaimed "e-mail god" with six years of filtering experience, to head a three-person 
team. 

MasterCard's Fox, too, spent most of the past 20 years fighting computer viruses 
before he was appointed to anti-spam duties in late 2002. No wonder. Spam has 
gotten so bad, it's surpassed viruses and hackers as the top priority among tech 
professionals through 2004, says market researcher Radicati Group. Fox heads an 1 1- 
person team of e-mail and messaging experts at the 5,500-employee company. 

•Lawsuits. Though lawsuits are rarely pursued because spammers are difficult to find 
and cases typically take a year or more to go to trial, some corporations are going to 
court. 

United Parcel Service filed a lawsuit June 1 1 in federal court in Atlanta against 
spammers who allegedly used UPS' e-mail address to send messages promoting adult 
material to UPS customers. The delivery company is suing under federal and state 
laws that bar computer fraud and racketeering, spokesman Norman Black says. 

'This is the most effective way to put an end to this," Black says. "Somebody is using 
our name to hawk repugnant products to customers." 

If at first ... 

If only anti-spam products, e-mail tips and lawsuits were enough. Without strong 
federal laws and with hordes of bulk e-mailers finding new ways to crack in-boxes, it 
may take years to stunt spam's growth, experts say. 

Some companies are even reluctant to install anti-spam technology out of fear it will 
block legitimate e-mail and anger employees. 

Fears are warranted. Investment managers at financial services firm The Vanguard 
Group recently thought e-mail service was down because a restrictive filter stopped 
messages containing research and business correspondence. 

"It's the important e-mail that you miss that causes more problems than a bunch of 
junk in your mailbox," says Steve Baloff, 48, a Silicon Valley venture capitalist. 

A few weeks ago his firm, Advanced Technology Ventures, had its quarterly newsletter 
e-mailed by its public relations firm to thousands of entrepreneurs, venture capitalists 
and investors nationwide. When the newsletter e-mail arrived at Advanced 
Technology, it was slammed as spam by the company's filtering software. 

"There's a trade-off when you fight spam," Baloff says. 'This technology has a ways to 

go." 

Then, too, many supposed solutions don't work. Roughly half of 64 companies recently 
polled by Sendmail said they tried anti-spam products at least twice unsuccessfully 
before finding the right product. 

It took Morris Miller, managing director of Rackspace Managed Hosting, which 
oversees 9,000 Web servers worldwide, six attempts to corral spam. Software filters 
were ineffective. A free software program downloaded from the Internet wiped out 
3,000 of his messages because it wasn't compatible with his company's e-mail server. 
Miller finally settled on technology requiring senders to verify their legitimacy. 
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USATODAY.com - Spam fighters win battles, but the war rages on 

Killing spam is "like playing whack-a-mole," Berkeley's Moss says. 
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Junk e-mail 



Stopping spam 

Apr 24th 2003 

From The Economist print edition 



The volume of unwanted e-mail, or 
acceptable way to block it? 



(=L Printab 
(Hi E-mail 



*spam", is soaring. But is there ai 



READING e-mails each morning used to be a relatively pleasant task for mos 
at work or at home. Now it can be as delightful as sorting through the garba< 
of "prescription-free Viagra", penis-enlargement treatments, pornography, d 
and get-rich-quick schemes are cascading across the internet, pouring billion 
unwanted messages— universally known as "spam"— into e-mail in-boxes. Th 
of spam has soared recently, threatening to cripple e-mail, the "killer applica 
helped to popularise the internet and then became an essential tool for busin 
everywhere. 

Spam has suddenly become such a headache that pressure is growing for go 
action to stop it. Next week America's Federal Trade Commission will hold a 1 
meeting of regulators, business leaders and consumer activists to discuss wa 
spam. America Online (AOL) and Microsoft have even joined forces to push f< 
legislation to combat it. Earlier this month AOL filed five lawsuits in Virginia, : 
$10m in damages against some of the biggest spammers. 



Unwanted bulk e-mail jumped by about 4% in 
March and now accounts for 45% of overall e- 
mail traffic, up from only 8% in September 
2001, according to Brightmail, a firm that 
specialises in anti-spam filtering software. 
Brightmail has an obvious interest in highlighting 
the problem, but its estimates make sense. Most 
e-mail users can testify to spam's growth. Using 
software filters and tips from its own customers, 
AOL is now blocking an average of 780m junk e- 
mails daily, or about 100m more e-mails than it 
actually delivers. 



The cost of enlargement 



You've got spam 

Spam as % of total e*maK 




2001 
Source: Hrightmffti 



Spam has become more than a nuisance. It is also costly. As well as the stor 
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transmission and computing costs imposed on internet service providers (ISF 
is the cost of the time which millions of people spend sifting through and deU 
unwanted messages. Ferris Research, a consulting firm, estimates that spam 
American organisations alone more than $10 billion this year in lost producth 
extra spending to combat it. World-wide costs are much larger. 

So far every attempt to curb spam has also imposed costs, in terms of lost o 
or added expense, which most people are not yet willing to pay. If spam conJ 
grow at such a rapid pace, however, that could change. 

Why has spam taken off? The answer seems to be a matter of simple econon 
Sending an e-mail incurs no direct cost. Even the cost of sending bulk e-mail 
small that a response rate as low as one in 100,000 justifies many bulk maili 
(senders of physical junk mail usually need a response rate of one in 100). E 
addresses on CDs sell for about $5 per million, and spamming software can t 
downloaded free from the internet or purchased for just a few hundred dollar 
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Spammers have used increasingly 
sophisticated techniques to get past software 
filters and to reach ever larger numbers of 
people. Some spam software scours the web, 
"scraping" anything that looks like an e-mail 
address from websites, news groups, chat 
rooms and subscriber lists. "Dictionary 
attacks" use software to generate huge lists of 
made-up e-mail addresses, mostly at big ISPs 
and web-based e-mail sites, and then spam 
them. Any message that does not bounce 
back as undeliverable has reached a real e- 
mail address. 

Anti-spammers are pursuing both legal and 
technological remedies. So far, neither has 
done much to stem the rising tide. Anti-spam 
legislation of one sort or another has been 
enacted in 28 American states. Early in April 
two senators reintroduced anti-spam 
legislation that failed to pass Congress last 
year. The bill would impose criminal penalties 
on bulk e-mailers who disguise their identities 
or do not provide a genuine "unsubscribe" link 
to any message (many such links now merely 
invite more spam). The European Union has 
gone much further. Last July it passed a 
directive banning the sending of e-mail unless 
the recipient has specifically "opted in" to — 
receive it. All EU countries have until October 
to pass national legislation implementing these severe new rules. 
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Despite all this legal effort, doubts remain about its effectiveness. Many span 
difficult to locate and to prosecute. Many others run such small businesses th 
are hardly worth suing. On the internet, they can easily operate across borde 
legal pursuit difficult or even impossible. 
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Moreover, the business community itself is divided about how restrictive laws 
be. Large direct-marketing firms which also send unsolicited e-mails would lil 
an end to mass mailings by pornographers and other unsavoury types, but a 
about how far any anti-spam crackdown will go. They are appalled at the EU' 
scheme, fearing that it will destroy a promising new marketing and advertisii 
medium. Legitimate businesses will be damaged, they say, while those pushi 
products will simply flout the law. 

Others are trying to fight spammers with more sophisticated anti-spam filter 
most such filters are based on "black lists" of senders' addresses to be block* 
of these run on the computers of ISPs or the main servers of corporate netw* 
they fail to block many spammers, who can change their own addresses freq 
and they produce too many "false positives", blocking genuine messages tha 
recipient wants. 

The most reliable, though extreme, filtering approach is that offered by Micrc 
Hotmail and other web-based e-mail services, which can be set to accept onl 
from a specific "white list" of approved senders. But for most people this des 
of the joys of e-mail— receiving unanticipated messages— and takes more tirr 
they want to devote to managing their e-mail. One start-up, IronPort, is offe 
system which employs a white-list of firms who post a financial bond guaranl 
good behaviour. 



Network Associate* * 



One new idea is "challenge and response" filters which bounce messages bac 
sender, asking for a confirmation before accepting the message. Some spam 
already countered this ploy with auto-response software. Another new idea is 
that statistically analyses the content of incoming e-mails to find spam, but t 
to be widely tested and may also be vulnerable to counter-measures by span 

There probably is no single solution to spam. Both technology and new laws 
needed— although these might easily impose more costs than they remove. ( 
people will take a more active interest in managing their e-mail settings, or s 
resign themselves to spending more time using the delete button. 
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House Could Vote Soon on Senate Anti-Spam 
Bill 

Thu Oct 30, 2:45 PM ET (^Add Technology - Reuters to My Yahoo! 

By Andy Sullivan 

WASHINGTON (Reuters) - The U.S. House of Representatives could 
vote as early as next week on a bill to outlaw e-mail "spam" that has 
already passed the Senate, congressional aides said on Thursday. 

House leaders could take up the Senate bill to avoid choosing 
between two competing House bills that have effectively checkmated 
each other at the committee level, the aides said. 

As the volume of get-rich-quick schemes, body-enhancement offers 
and other unwanted spam has grown to account for more than half of 
all e-mail traffic, pressure has increased on Congress to outlaw much 
of the unsolicited commercial e-mail. 

The Senate passed an anti-spam measure by a vote of 97-0 last week, 
but similar legislation in the House has been stalled at the committee 
level. 

Leaders of the House Energy and Commerce and Judiciary 
committees introduced an anti-spam bill earlier this year, but many 
rank-and-file members support a tougher bill introduced by New 
Mexico Republican Rep. Heather Wilson. 

The two sides have made no progress since July and passage of 
either House bill is seen as unlikely this year. 

Energy and Commerce Committee Chairman Billy Tauzin could bypass 
bypass the logjam by taking up the Senate bill and bring it directly to 
the House floor without a committee vote, several aides said. 

"It's an option that's being discussed, but no final decisions have been 
made," Tauzin spokesman Ken Johnson said. 

A spokesman for House Speaker Dennis Hastert similarly said that 
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House leaders are considering the approach but have not yet made 
any decisions. 

Both House bills show many similarities to the Senate's Can Spam Act, 
which was sponsored by Montana Republican Sen. Conrad Burns and 
Oregon Democratic Sen. Ron Wyden. 

Businesses would be free to send unsolicited e-mail to Internet users, 
but would have to identify themselves clearly and honor requests to be 
taken off their mailing lists. Violators would face fines and jail time. 
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But the bill could face opposition from dozens of supporters of Wilson's 
using Windows loophole bill » who favor a broader definition of spam and more latitude for state 
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"She still has concerns about enforcement and the definition of 
commercial e-mail that is contained in the Can Spam Act, and so at 
this point she thinks those are things that we have to continue to 
address," a Wilson spokesman said. 
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Viruses Are Riding On Spam, 
MessageLabs Says 

By lnternetWeek.com 
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Techniques used by spammers to send unwanted 
advertising to people's e-mail boxes are also being used 
to send viruses that are often being altered and re-sent to 
fool anti-virus software, an e-mail security company said 
Thursday. 

The trend identified by MessageLabs is part of the 
ongoing convergence between viruses and spam. Officials 
with the New York-based company said spam messages 
containing backdoor-trojan attachments are being sent in 
large volumes. The attached trojans are being altered and 
redeployed, almost on a daily basis, to outsmart 
signature-based, anti-virus software. 

"In the past, backdoor-trojans were typically sent by virus 
makers and distributed through some of the sophisticated 
mass-mailing techniques contained within viruses 
themselves," Mark Sunner, chief technology officer of 
MessageLabs, said in a statement. "Recently, we have 
started tracking a growing convergence between the 
techniques of the virus makers and spammers. It is 
becoming clear that spammers are now adopting 
aggressive, determined techniques to sustain their ability 
to spam and outsmart some of the outdated solutions 
being used to fight them." 

Once they have entered a company's network, the 
backdoor-trojans can be used maliciously in many ways. 
In particular, they can be used to create an "open-proxy" 
whereby the compromised computer can be used to 
surreptitiously send millions of new spam messages, 
MessageLabs said. 

Companies' most vulnerable attacks are those that rely 
upon signature-based, anti-virus software, which has to be 
updated constantly across a new in order to keep pace 
with the deluge of new variants of these spam-based 
trojans. 

MessageLabs also said that in July, it stopped 79.7 million 
spam messages, or 1 out of every 2 e-mails sent by its 



Cisco-Sprint VPN 
Partnership Tar gets 
Dealers 

FCC To Consider New 
Regulations On VoIP 
Services 

WPA Security Breach 
Di scussed Dur ing 
Ratification 

Micr osof t Settles With 
North Carolina For $89 
Million 

More Vulnerab ilities For 
Intern et Explo r e r 

FTC Gets Tough With 
Spammers & Windows 
Messenger 

Microsoft Offers XP 
Wire l es s S ecurity Rollup 



bi 



Co 



Sec 



http ://www. intemetweek.com/story/show Article.jhtml?articleID= 1 280795 1 



11/10/2003 



Internet Week > E-Mail Filtering > Viruses Are Riding On Spam, MessageLabs Says > Ai... Page 2 of 2 



Network 

Bank Systems & 
Technology 

Insurance & Technology 
Wall Street & Technology 
Technology & Learning 
Optimize Magazine 
The Open Enterprise 

Ad Info 



corporate customers. That number was 10 million more 
than the total number of spam messages stopped in all of 
2002 by the company. 
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